Common challenges

Common application development challenges for the business

Manual Processes Legacy User
Processes Kelelglallgle] Experiences
Multiple
For the Systems

Business

Business process owners today face many common problems. There are often so
many manual processes across the enterprise. To get information or make a simple
request can be a major undertaking. Many of these processes span multiple
disconnected systems, data and organizational silos, and geographic regions.

Users today are also so much more demanding in terms of the experiences they
expect. In their consumer lives, those experiences are increasingly flexible and
effortless with the Amazon and Uber-like options they rely on.

In this lab, the focus will be on learning to build and deploy App Engine apps.



www.princexml.com
Prince - Non-commercial License
This document was created with Prince, a great way of getting web content onto paper.


Solutions

ServiceNow no-code and low-code solutions

ServiceNow has the best tools and capabilities for you to build applications and keep
step with the fast pace of your business. ServiceNow leads the way in great no-code
and low-code solutions!

ServiceNow allows developers of all skill levels to share the same application within
the same environment. For example, a citizen developer can quickly create the initial
application, add some basic code, and then pass it to an IT developer to provide
advanced capabilities without losing any work.

L AL S

No-Code Low-Code Pro-Code

Imagine the benefits when all types of developers are working together based on
their strengths. Business process owners, or citizen developers, can start the
application development project to target their exact needs on their time frame. If
needed, an IT developer can leverage the initial application and apply their skills with
more advanced capabilities, like expanded integrations or a more comprehensive
user experience.

Should you build it?

Before you start planning and building an app remember that just because you can
build an app does not mean you should build it. The main purpose of a business
application is to solve a business problem or meet an improvement opportunity.



Most enterprise decision makers do not realize how much of day-to-day business
relies upon custom applications, and many of those applications only partially
support business needs or user expectations. Build effective applications that
increase responsiveness, productivity, and user satisfaction.

Good Fit Bad Fit
Data can be modeled in a Data is unstructured, such as
relational database audio or video
Extensive use of forms to interact Multi-player games or

with data applications requiring graphics

engines
Requires reporting capability No process flow through
application
Need workflow/flow to manage
processes

No one understands your business process better than you.
Make it better and deliver transformation faster with

ServiceNow.
You are in the driver seat to build the future of work!



Lab Structure

Implementation

During this phase, we establish the bedrock by setting up and configuring the App
Engine. These activities are conducted as one-time essentials, laying the foundation
for an enriched development experience.

Simulation

Step into the shoes of various App Engine personas to gain comprehensive insights
into how this dynamic tool is leveraged by different roles. This immersive experience
enhances your understanding of the platform's versatility.

Embark on this transformative journey as we reshape enterprise app development,
foster synergy, and empower innovation.

Your commitment to innovation begins here.



Tips and Tricks

Remember The Copy Button

Look for the button to the right when you see a text box like below . Click the button
to copy the value in the box.

Text to copy

Username and Passwords

In some of the sections, you will be copying and pasting user credentials.

You MUST use the values provided as that is the password that is already set for that
account.

If you do not use the provided username and password, you will get the following
error:

® Could not connect i i i/sn_pipeline/pipelit idate ion) with code: 401 - Invalid username/password combo] X

Scope: Global

All activities will be performed in the Global scope unless otherwise specified.



Exercise: Create Credential Alias

Estimated Time to Complete: 5 minutes

Overview

A Credential Alias /' is a username and password used by ServiceNow to log into a

remote system.

In this case, it will be used by the Controller instance (Prod) to access other
ServiceNow Environments such as Dey, Test, QA, etc.

You will create the Credential Alias with a user account that has already been
created for you.

Before Exercise

After Exercise

Instructions

A CAUTION

For this exercise, the specific Application Scope is not critical - Global is
acceptable. Always check with your Platform Administrator for any company

policies around Connection and Credential Aliases / .

@ DANGER

Complete this section in PROD.


https://docs.servicenow.com/csh?topicname=create-pipeline-credentials.html&version=latest
https://docs.servicenow.com/csh?topicname=connection-alias.html&version=latest

1. Loginto PROD.

2. Navigate to All >> type Connection & Credential Aliases >> click either
Connection & Credential Aliases.

o PRO D" All Favorites Hist

[but really test)

3 ion & credential aliasesj )

FAVORITES

Mo Results

ALL RESULTS

» IntegrationHU®
~ Connectiols & Credentials

Connectio. & Credential Alias...

“ Connections & Credentials

Cnnnectinn&%edential... & %

3. Click New in the top-right to create a new Credential Alias record.



tions on selected rows...

4. Set Type to Credential.

Parent Alias |

* Type « Connection and Credential ]
d

* Connection type [ l

Synnart Moltinle [ |

5. Set Name to 'Pipeline Credentials' and click Submit.

Name

Pipeline Credentials




# Mame | Pipeline Credentials

D

6. Click Pipeline Credentials to open the record.

All

[] @ MName a
CICD {
Docker [

[] @ ﬂmlinetred@;ials {

ServiceNow [

7. Navigate to the Credentials Related List and click New to add a credential.



_ Connection & Credential Aliases = ..
~  Pipeline_Credentials g @ =

* Name Application

| Pipetine Credentials Global
D *k Type

Pipeline_Credentials ‘ Credential V‘

— \

= ¥V = IName ~ | Search ‘ @ _

8. Select Basic Auth Credentials.

What type of Credentials would you like to create?

APl Key Credentials
AWS Credentials

Azure Enterprise Agreement Credentials
Azure SAS credentials

Azure Service Principal

Basic Auth Credentials

@ INFO

You will now input credentials for AEMC to log into a ServiceNow instance.
The password for this remote user account is pre-configured.
Errors will occur if you do not use the specified password provided below.

9 On the Basic Auth Credentials form, fill in the following values and click
Submit.



@ INFO

Remember to use the copy button to copy the text below.

Name

Pipeline Service Account

Username

svc_pipeline

Password

ILoveHyperAutomationTimes500!

Name | Pipeline Service Account

User name | svc_pipeline

Password | AN AN RSN E NN SRR RREESR

@ NOTE

The dots in the password field will be shorter after you save the
password. This is normal



Lessons Learned
By completing this exercise, you have successfully achieved the following milestones:

+ Gained experience in creating and managing Connection & Credential Aliases in
ServiceNow.

+ Familiarized yourself with Basic Authentication Credentials setup.



Exercise: Create Environments

Estimated Time to Complete: 10 minutes

Overview

Environments /' contain information about a ServiceNow instance and how to

access it.

Next, you will create an Environment record for both "Production” and "Development”
on the Controller instance where AEMC is installed

Before Exercise

After Exercise

Instructions

1.  Loginto Prod.

2. Click All >> type environment >> click Environments


https://docs.servicenow.com/csh?topicname=config-pipeline-environments.html&version=latest

p I‘Od All | Favorites  Histd

FAVORITES

Mo Results

ALL RESULTS

~ App Engine
~ Pipelines and Deployments

| Environments @ T

3. Click New in the top-right.

4.  Complete the form as below.

Field Value

Name Dev



Field Value

Instance Type Development

Dev Instance URL | @ oo e e R B )

Instance credential  Pipeline_Credentials

Is Controller? UNCHECKED

Instance Id This will auto populate after clicking Validate.

5. Click Validate

lication Global | 0 ‘

Validating

o

Validating environment...



Click Submit to finish creating the environment record.

ication Global ‘ @ |

Click New in the top right.

Complete the form as below.

Field Value

Name Prod

Instance Type Production



Field Value

Prod Instance URL | T v noncon €0 FrRmIED Lo

Instance credential  Pipeline_Credentials

Is Controller? CHECK THE BOX

Instance Id This will auto populate after clicking Validate.

9  Click the "Validate" button.

lication Global | @ ‘

Validating

o

Validating environment...



10. Click Submit to finish creating the environment record.

ication Global ‘ @ |

Lessons Learned
In this exercise, you have:

+ Understood the function and importance of Environment records in the
ServiceNow platform.

+ Acquired the knowledge of validating these Environment records.

+ Successfully configured Environment records for both Development and
Production instances in your Prod environment.



Exercise: Configure Pipeline in Prod

Estimated Time to Complete: 15 minutes

Overview

Pipelines /' establish the path an application takes from Development to

Production.

This facilitates administrators' ability to efficiently transfer applications across
different instances in the App Engine Management Center.

The process involves setting up and configuring your pipeline, specifying the

Environments /' to include, and determining their position in the pipeline.

The Pipeline is exclusive to the Controller Environment, which in this case is the
Production instance.

Before Exercise
After Exercise

Example of a Dev->Test->Prod Pipeline

@ INFO

In this Lab, you will only configure Dev and Prod in the Pipeline.
Pipeline records are only configured in Prod.


https://docs.servicenow.com/csh?topicname=config-pipeline.html&version=latest
https://docs.servicenow.com/csh?topicname=config-pipeline-environments.html&version=latest

Instructions

@ INFO

Complete this exercise in the Global scope.

1. Click All >> type pipelines >> click Pipelines.

p rOd All Favorites  Hi

i

FAVORITES

Mo Results

ALL RESULTS

v App Engine

v Pipelines and Deployments

Pipelines W &

2. Initiate a new pipeline: Click New in the top-right corner.

3. Fill out the form as follows:



# Field Value

1 Name Main Pipeline

2  Pipeline Type Application Deployment
3 Source Environment = Dev

4 Active Checked

_ Pipeline
~  Newrecord
Name |Main Pipeline ‘ Application Global
ipeline |App|icalinn Deploymer | & ‘ ‘ 0] | Active . o
Type |
QSource |Dev Q ‘ ‘ ® |

Environment

Submj; I e

4. Submit the form.




5.  Open the newly created Main Pipeline record.

= Y & PipelineslName - | Search

All > Name = Mal Pipeline

Pipeline Type Source Environmen'

‘ti-e-e- - - .-

6. Click New in the Pipeline Environments Order related list.

— Pipeline T
= Main Pipeline ¢ @ = Update
* Name ‘ Main Pipeline Application  Global

* Plpelme ‘Appllcatmn Deploymer | O ‘ . Active [
xsowe [ [2][0)

Environment

= ¥ & Pipeline Environments Order | Order ~ | Search ® - @

Pipeline = Main Pipeline
Q Environment Order « Updated Updated by

No records to display

7. Complete the new form as shown below and click Submit when done.

# Field Value

1 Pipeline Main Pipeline

2 Environment Prod



# Field Value

3 Order 100

_ Pipeline Environment Order
~  Newrecord

a][o]

o * Pipeline ‘ Main Pipeline
eEnvironment ‘Pmd

aJ(2]

100 ‘

o * QOrder ‘

8. Click Submit.

+ Your completed Pipeline record will look like this:

_ Pipeline
= Mbin Pipeline ¢ @
% Name | Main Pipeline ‘ Application  Global

Q ‘ Active [
> Source | Dev Q ‘

= ¥ © osimeknioonensorter (i <[5 | © -

Pipeline = Main Pipeline

[] . Environment Order Updated

* Pipeline Type | Application Deployment

IPrud mol 2023-07-3113:04:16

1tolofl

<

Actions on selected rows...

Updated by

admin



@ DANGER

Make sure your Pipeline configuration matches the screenshot above.
DO NOT add Dev to the Pipeline Environments Order related list.

It is the Source Environment and does not get added to the additional
environments list.

Lessons Learned

Through this exercise, we grasped the importance of correctly configuring the
Pipeline in the Production instance.



Exercise: User Provisioning

Estimated Time to Complete: 5 minutes

@ INFO

THIS SECTION IS OPTIONAL AND CAN SAFELY BE SKIPPED IF YOU ARE BEHIND.
Skipping steps below will have not prevent you from completing the lab.

Overview

The system property sn_app_intake.instance_can_provision_user determines if the

current instance can support the automated provisioning of users in the Development
environment.

If you prefer to manually add users to groups in Dev, then you would set this property
to false.

Instructions

1. Click All>>type sys properties.list >> press ENTER.
sys_properties. list

All

sys_properties.list]




2. Click the magnifying glass to the left of the Name column.

= % I System Properties MName = | Search

Show column search row

3. Type the name of the system property into the field under the Name column
and press ENTER.

sn_app_intake.instance_can_provision_users

% &1 System Properties | Mame = | Searc

4. Click the name of the system property to open it. It should already be set to
true for you.



= Y & SystemProperties| Name * | Search

All = Name starts with sn_app_intake.instance_can_provision_users

[] @ Name = Value

| sn_app_intake.instance_can_provision_ust ‘ ‘Search |

sn app intake.instance %n provision users

Click the word here to switch from Global to the application scope
Application Intake.

_ System Property
~  sn_app_intake.instance_can_provision_users

@ This record is in the Application Intake application, but Global is the current application. To ediit this record ¢ g{e.

Suffix instance_can_provision_users Application  Application Intake

Name  sn_app_intake.instance_can_provi

Change the Value field from 'false' to 'true'.

A CAUTION

REMEMBER: This value was already set to 'true' for you as part of the
automated lab setup.



_  System Property
~  sn_app_intake.instance_can_provision_users

o You are editing a record in the Application Intake application (cancel)

* Suffix | instance_can_provision_users |

MName | sn_app_intake.instance_can_provi |

Description | True/False property to determine if the current instance can

this instance will be provisioned to another instance

Choices

Type | true | false

EOCE s

7. Click the Update button to save your changes.

e r =

Lessons Learned

This exercise highlighted the importance of understanding and manipulating system
properties within ServiceNow.

1.  System Properties: The task illustrated the role of the system property
sn_app_intake.instance_can_provision_user in managing automated user



provisioning.

User Provisioning: We understood how enabling or disabling automated user
provisioning could impact the process of adding users to groups in the
Development environment. Depending on the unique needs and preferences
of an organization, the option to manually add users might be chosen over
automation.



Exercise: App Intake - Catalog Item

Estimated Time to Complete: 10 minutes

@ INFO
THIS SECTION IS OPTIONAL AND CAN SAFELY BE SKIPPED IF YOU ARE BEHIND.
Skipping steps below will have not prevent you from completing the lab.

Overview

Create a custom app intake experience for your organization by editing the fields
and questions on the App Engine Studio (AES) App Intake form in Catalog Builder.

Instructions

1.  Click the Globe in the top right of the page, type "application intake", and
click Application Intake.

< Application {ctpe: Global =

ﬁ application intake

Application Int%cg

2.  Click All, type maintain items, and then click Maintain Items.



All

Y| _maintainitems | © [

FAVORITES
Mo Results
ALL RESULTS

~ Service Cafhlog

v CatalogWefinitions

Maintain Itehpl_s

3. Inthe Name column, type "apply for" and click Apply for Citizen Development
- V2.

= ¥ & Catalogltems

All = Type != Bundle = Class !=(

| | @ Name

=)
Apply_for Citm
0 o

4. Check the Active box, click the hamburger button, then click Save.



ent-V2 & =T - [ Update M Copy M Trylt ]
.

] Ny —
t L 1 N ] - -o-wth - .- lication Application Intake
>

Active [

B
Q| Fulfillment au- I Unspecified

tomation level

OOV SVS 10

5. Remove "- V2" from the Item name field, click the hamburger button, then
click Save.

ent - V2

ailable to order from the service cat

Insert and Stay

Editin Catalog Builder  [tion to display for the item.
es, and other information as needed

Show File Properties

6. Scroll to the bottom of the page, click the Variables tab, and click New.

‘ariables | |Variable Sets (3) | Catalog Ul Policies | Catalog Client Scripts | Available For | Not Available For

%
!
Catalogs (1) | Catalog Data Lookup Mn*-i-*l‘ﬂn ms | Assigned Topics (1)
= Y |Order =~ |Search ‘ & NE\%

Catalog item = Apply for Citizen Development - V2

Catagovee (1) ‘

Q Type Question Order «

7. Set the Order field to 150'".



Order 150

8. Type any question and press TAB. (Example: "Is this part of the lab?)

# Question | Isthis part of the lab?

9 After you press TAB, the system should automatically populate the Name
field.

% Name |is_this_part_of the_lab

10.  Click Submit.

Submit

M.  Click Try it to preview the Item.



5 e [Update H Cnm’] 132191 Edit in Catalog

You should see your new question on the catalog item form.

Service Catalog » Can We Help You? > Apply for Citizen Development

This is the first step to empower you to develop and drive the development of your

¥ Fillin the below form with specificd
create the business value you need.
&

# Application Name

Is this part of the lab?

[

Lessons Learned

In this process, we've learned how to customize the App Engine Studio (AES) App
Intake form for a tailored experience. By creating and adding our variables, we can
modify the form to ask pertinent questions specific to our organizational
requirements. Additionally, we've learned the importance of properly ordering these
variables to ensure a smooth intake process.

@ INFO

For more information see

Product Docs: Customize the App Intake form in Catalog Builder /


https://docs.servicenow.com/csh?topicname=customize-app-intake-form-catalog-builder.html&version=latest

Exercise: App Engine Admins

Estimated Time to Complete: 5 minutes

@ INFO
THIS SECTION IS OPTIONAL AND CAN SAFELY BE SKIPPED IF YOU ARE BEHIND.
Skipping steps below will have not prevent you from completing the lab.

Overview

Add users to the App Engine Admin group in your production instance to give them
administrative rights to App Engine Studio (AES).

Instructions

1. Click All, type groups, and then click Groups in the User Administration
section.



All

Pl B ek E

~ Users and Groups
Users
Groups
Roles
Access Role Detail View

v Reports

Groups Membership

User Administration

‘ Groups

2.  Open the App Engine Admins group.



Y EJ Groups| Mame » | Search

All
|| @  Name = D
‘ Search | [
Agent Chat Group D
Analytics Settings Managers c
U
tz

3. Select the Group Members related list and select Edit.

Groups | Skills |

e “P----QWMMM__-M

Group = App Engine Admins
[ a  user

Jayne Nigel

1 tolofl

4.  Type "Fred Luddy" into the Collection box.

Collection

Q. Fred Luddy

5. Click Fred's name.



Collection

Q. Fred Luddy

Click the Add button to move Fred to the right side.

Click Save.

Collection Group Members List

‘ Q. Fred Luddy App Engine Admins

Fred Luddy Jayne Nigel
=

Add

B -

Name Fred Luddy



Collection

Group Members List
Q. Fred Luddy

| App Engine Admins

--Mone--

Fred Luddy

Jayne Nigel

o

e Fencd Lo

Lessons Learned
You have added users to the App Engine Admin group.

They can review app- and deployment-related requests for approval or rejection.

@ INFO

For more information see

Product Docs: Add users to the App Engine Admin group /


https://docs.servicenow.com/csh?topicname=add-users-to-admin-grp.html&version=latest

Prod Complete

That completes the Prod section of the Implementation.

Next, you will configure the Dev instance as part of Implementation.



Exercise: Create Credential Alias

Estimated Time to Complete: 10 minutes

Overview

A Credential Alias /' is a username and password used by ServiceNow to log into a
remote system.

In this case, it will be used by App Engine Studio to access the Controller Instance.

You will create the Credential Alias with a user account that has already been
created for you.

Before Exercise

After Exercise

Instructions

A CAUTION

For this exercise, the specific Application Scope is not critical - Global is
acceptable. Always check with your Platform Administrator for any company

policies around Connection and Credential Aliases / .

Qq DANGER

Complete this section in DEV.

1.  Loginto DEV.


https://docs.servicenow.com/csh?topicname=create-pipeline-credentials.html&version=latest
https://docs.servicenow.com/csh?topicname=connection-alias.html&version=latest

2. Navigate to All >> type Connection & Credential Aliases >> click either
Connection & Credential Aliases.

cdev Al Favorites  Histc

l  -onnection & credential & a5

FAVORITES

Mo Results

ALL RESULTS

v IntegrationHub
~ Connections & Credentials

Connection & Credential Alias...

s~ Connections & Credentials

Connection & Credential ... & %
i

3. Click New in the top-right to create a new Credential Alias record.



4.  Set the Type to Credential.

Parent Alias ‘ Q, ‘

* Type « Connection and Credential ]
Credential m
ot

# Connection type [

Cunnort bdultinle ’_l

5. Set the Name to 'Pipeline Credentials' and click Submit.

Pipeline Credentials

# Mame | Pipeline Credentials

D




6. Click Pipeline Credentials to open the record.

All

[ @  MName =
CICD i
Docker i

[ ] @ } Pigeline Cred{@tjals [
ServiceMow [

7. Navigate to the Credentials Related List and click New to add a credential.

ID  sn_deploy_pipeline.Pipeline *k Type | Credential A
Credentials
= Y ‘Name v‘Search @ 1 m

Credential alias = sn_deploy_pipeline.Pipeline_Credentials

Q Name Type User name Active Domain

8. Select Basic Auth Credentials.



What type of Credentials would you like to create?

APl Key Credentials
AWS Credentials

Azure Enterprise Agreement Credentials
Azure SAS credentials

Azure Service Principal

Basic Auth Credentials
b

A CAUTION

You will now input credentials for AES to log into the Controller instance.
The password for this remote user account is pre-configured.
Errors will occur if you do not use the specified password provided below.

On the Basic Auth Credentials form, fill in the following values and click
Submit.

@ INFO

Remember to use the copy button to copy the text below.

Name

Pipeline Service Account

Username

svc_pipeline




Password

ILoveHyperAutomationTimes500!

MName
User name

Password

@ NOTE

Pipeline Service Account

sve_pipeline

The dots in the password field will be shorter after you save the password. This

is normal

Lessons Learned

In completing this exercise, you have successfully achieved the following milestones:

+ Gained experience in creating and managing Connection & Credential Aliases in

ServiceNow.

« Familiarized yourself with Basic Authentication Credentials setup.



Exercise: Create Controller

Environment

Estimated Time to Complete: 10 minutes

Overview
Next up, you will add a "Controller" Environment record to your Dev instance.

It will contain the details for Dev to access the Controller Environment which is the
Prod instance.

Production is considered the "Controller" Environment as that is where App Engine
Management Center is installed and orchestrates activities from.

Before Exercise

After Exercise

Instructions

1. Login DEV.

2. Click All >> type environment >> click Environments



d ev All Favorites Hist

FAVORITES
Mo Results
ALL RESULTS

v App Engine

s Pinalinac and r"bar'\|0vrnent5

Environments
D

3. Click New in the top-right.

4.  Complete the form using the information below.

Field Value
Name AEMC Controller

Instance Type Production



Field

Prod Instance URL

Instance credential

Is Controller?

Instance Id

5. Click Validate.

Value

Pipeline_Credentials

CHECK THE BOX

This will auto populate after clicking Validate.

Validating

O
Validating environment...

6. Click Submit to finish creating the Prod environment record.



Lessons Learned
Importance of the Controller Environment

Setting up the Controller Environment is crucial for the operation of the App Engine
Management Center. This exercise emphasizes the vital role of the Production
instance, as it's where AEMC is installed and from where it orchestrates activities.



Exercise: Collaboration Descriptors

Estimated Time to Complete: 10 minutes

Overview

People with admin privileges can manage the permissions of developers
collaborating on an application.

You can use the predefined Collaboration Descriptors ./ that are standard with

activation, or create a custom collaboration descriptor.

By using a collaboration descriptor, you can assign, manage, and monitor delegated
development permissions.

We will use collaboration descriptors during the Simulation exercises.

Descriptors Description

Owner of the application that manages other collaborators and

Owner o
can delete the application.
Editor Standard descriptor to invite collaborators.
Integration .
o Non-standard (custom) descriptor created by the user.
Specialist

@ INFO

Integration Specialist is a custom Collaboration Descriptor /' created for this
lab.


https://docs.servicenow.com/csh?topicname=create-collaboration-descriptors.html&version=latest
https://docs.servicenow.com/csh?topicname=create-collaboration-descriptors.html&version=latest

Instructions

A\ CAUTION
For this exercise, the specific Application Scope is critical - Collaboration

Descriptors go in Global.

Qq DANGER

Complete this section in DEV.

Log in DEV.

Click All >> type descriptor >> click Descriptors.

dev All 1l avorites

FAVORITES

No Results

ALL RESULTS

v App Engith
v Collabo®ation

Descriptors




3. Click New.

1selected rows... v ‘ Nt@'

4. Inthe Name field, type 'Pro Developer', and click Submit

¢ _App Collaboration Descriptor
~—  Newrecord

> Name | Pro Developer

Descriptig

5. Click the Pro Developer record to open it.



= Y &3 AppcCollaboration Descriptors Narr

All
| Q  Name »
Editor
Integration Specialist

Owner

Pro Developer

Related Links

Clean up records with empty references

6. Click Edit

dev Al Favorites  History  : App Collaboration... % | Q Search
[<] = o Cotaboraton Descripor ¢ @ = - mm} i
% Name  ProDeveloper | Application  Global o]
Description Standard @

Collaboration Descriptor = Pro Developer

Q Collaboration Permission

Norecords to display

7. Click All Metadata



‘ --choose field --

Collection

Q
IA:H Metacata _
Delete Application
Flow Designer
Integrations
Invite Collaborators
Manage Collaborators
Manage Update Set
Mobile Builders
Notifications
Process Automation Designer
Publish To App Repo
Publish To App Store
Publish To Update Set
Reporting
Script Edit

Name All Metadata

--value --

Development Permission Sets List

Pro Developer

--None--

Save

8. Scroll to the bottom, hold SHIFT, and click Workflow

[Funter Jo

‘ --choose field --

Collection

Notifications

Process Automation Designer
Publish To App Repo

Publish To App Store

Publish To Update Set

Security Management

Service Catalog
Service Portal

Source Control

Submit for Deployment

Name All Metadata

--value --

Development Permission Sets List

Pro Developer

--None--




9

Click the > button to move the roles to the right side of the list collector and

click Save

Collection

a

IODIC DUluCTS
Notifications

Process Automation Desigher
Publish To App Repo

Publish To App Store

Publish To Update Set

Security Management

Service Catalog
Service Portal

Source Control

Submit for Deployment

Upgrade App
Workflow

Development Permission Sets List

Pro Developer

--None--

{ -- choose field --

Collection

Q

--None--

Name All Metadata

--oper -- --value --

Development Permission Sets List
Pro Developer

All Metadata

Decision Tables
Delete Application
Flow Designer
Integrations

Invite Collaborators
Manage Collaborators
Manage Update Set
Mobile Builders

Notifications

Process Automation Designer
Publish To App Repo

Publish To App Store

Publish To Update Set




dev. Al Favorites  History App Collaboration... ¥ | Q Search

[, | — AppCollaboration Descriptor = . |
<) = Pro Developer ¢ 0 = l

@ Cannot assign permission Manage Update Set to the descriptor because {1} is set to false
Ignoreitheselmessages’
(@ Cannot assign permission Publish To Update Set to the descriptor because {1}is set to false

* Name | ProDeveloper Application  Global

Description Standard &

\/ Update 1 Delete

Development Permission Sets (23) | AppC fon Users | App C:

= v [fonext + | search | @& —  Actionsonse

Collaboration Descriptor = Pro Developer
| Q  Collaboration Permission

Service Catalog

Lessons Learned
Here are some important takeaways from this task:
Role of Collaboration Descriptors

Collaboration descriptors play a critical role in assigning, managing, and monitoring
delegated development permissions for each application or uniformly across multiple
applications. Therefore, creating appropriate descriptors is essential to ensure
efficient delegation of permissions.

Focus on Global Scope and Standard

It is crucial to create collaboration descriptors in the global scope and set them to
standard for them to be visible and usable in AES. Any deviation from this guideline
may lead to non-visibility or non-usability of the collaboration descriptors in AES.

Utility of Custom Collaboration Descriptors

The process allows for the creation of custom collaboration descriptors that cater to
specific needs beyond the predefined collaboration descriptors that come with
activation. This flexibility allows for more precise permission delegation depending on
the roles and requirements of users and groups.



Implementation Complete

That completes the Implementation activities for App Engine.

Next, you will simulate different users as they use App Engine.



Simulation

In these exercises, you will impersonate the different personas in App Engine.



Exercise: Intake Request

Estimated Time to Complete: 10 minutes

Overview

) Citizen Developer [sit-uh-zuhn dih-vel-uh-per]

Someone who, despite lacking formal coding training, engages in creating
software applications and tools to solve specific business problems or enhance
workflows. A citizen developer leverages low-code and no-code platforms to
translate their domain knowledge into practical solutions.

In ServiceNow, this could be any user developing in Dev without the 'admin' role.

Sydne . .
yaney Experienced IT Professional & Citizen Developer
Carter
Sydney Carter, an IT veteran with diverse roles under her belt,
ﬁ‘ aspires to be part of the company's Citizen Developer Program. This
d section outlines the steps in Sydney's journey to becoming a citizen
developer.
Instructions
@& DANGER

Complete this section in PROD.




1. Loginto Prod

2. Inthe top right, click the System Administrator avatar >> Impersonate user.

System Adrllinistra...

System AdminigMhtor

:- Profile

€1 Preferences

@ Iﬂperso‘ﬁate user

T Elevate role

= Printer friendly version

[€] Logout

3. Type Sydney Carter and click Sydney Carter in the search results.

Select a user

sydney carter

e Sydney Carter
sydney.ca r‘tei;hﬂ]




4. Click Impersonate User.

-ancel Impers&nate user

5. Click All >> type employee center >> click Employee Center

p rOd All Favorites Hist
3 employeeceniet | © [

FAVORITES

Mo Results

ALL RESULTS

~ Self-Service

Employee Center

6. Click IT in the top left corner, then click on IT for IT



servicenow

IT «

Hardware

Computers
Printers
Accessories

Phones and Mobility

Software Privacy and Security

Email Accounts VPN IT for IT

W

Access Issues Developer Services

Network Issues
Software and Applications

Software Issues

Browse IT

7. Click Apply for Citizen Development

Home >

IT > ITforIT

F¢ IT forIT

Browse IT for IT

(& Request Featured ) (& Request v}

Apply for Citizen Development Endpoint Security
This is the first step to empower you to

Sophos endpoint security
develop and drive tthe\opment of yo...

= n

8. Fill out the form with the values below.

A CAUTION

The answers below will NOT affect the lab. They are only suggestions.



Field

Application Name

Describe your idea in a few sentences

Is your process repeatable?

Do you have an email or excel-based process?

How many users are involved in this?

Does this involve any sensitive/Pll data?

Do you need data from other departments?

Who are the users that will have access to the
data in this application?

9 Click Submit.

Value

Request Time Off

Allow IT users to request time
off with approvals.

Yes

Yes

>20

No

No

Anyone in the IT Department

10.  After the request is submitted, close the browser tab and return to the original

browser tab for "Prod".

At this point, Sydney will receive an email letting her know the status of her request.



We received your request

Hi Sydney,
We created REQ0010004 to handle your recent request.

You can view your request to track updates and make changes.

About this request
Requested item number: RITM0010004
Short description: Apply for Citizen Development - V2

Thank you,
Fulfilment Team

Lessons Learned

The Intake Request process is an essential step for those who want to participate in
the Citizen Developer Program. Properly completing the request form ensures smooth
communication and prompt approval.



Exercise: Intake Approval

Estimated Time to Complete: 10 minutes

Overview

» App Engine Admin [ap en-jin ad-min]

Someone who has administrative responsibilities for configuring and managing
App Engine applications on ServiceNow. An App Engine Admin oversees the
deployment, scaling, and maintenance of applications while ensuring optimal
performance and availability.

Jayne
App Engine Admin
Nigel PP ENg !
Jayne is familiar with many different software methodologies such
Q as Agile and SAFe. She is familiar with Update Sets from her

ServiceNow training, but she does not regularly work with them.
In this section, our App Engine Admin Jayne will review and approve Sydney's App
Intake request.
Instructions

@& DANGER
Complete this section in PROD.



1. Loginto Prod

2. Click the avatar in the top-right, then click Impersonate another user.

ﬂ‘:i\ Sydney Carter

=== Citizen Developer

i @ Impersonating User

A Profile

el Preferences

# End impersonation

@ Impersygnate another user

=] Log out

3. Type Jayne Nigel and click Jayne Nigel.

Select a user

Jayne Nigel|
o Jayne ngel

jayne.nigel

4. Click Impersonate user.



5. Click All >> type app engine management >> click App Engine Management

Center.
il P.R 0 D n A"
(but really test)
app engine managel +
FAVORITES
Mo Results
ALL RESULTS
v App Engine
v Administration App Engi
App Engine Manageme... @& ¥
A CAUTION

This will open AEMC in a new browser tab.

6. Inthe Pending requests to complete widget, click the number 1above Intake
to open Sydney's request.

10 O

Intake  Collaboration  Deployment




7.

8.

Click the RITM number to open Sydney's request.

Intake (1) Collaboration (0) Deployment (1)

Intake [1

Last refreshed just now.

Number App name

RITHMOO10005 Reguest Time Off

Showing 1-1 of 1

Scroll down the left-hand side of the page in the Details section.

Details Catalog Tasks (1)

¢ Requested ltem ~
Mumber QOpened
RITMO010005 2023-07-11 17:32:28
ltem reated by
Apply for Citizen Development - © Q sydney.carter

In the Administration section of the form, click on the Permission type drop-
down field.



Administration

Development instance

‘ Dev

Permission type

[ -- None --

10. Click on Create/edit applications (AES User Group)

-- None --

Create/ed] 57 pplications (AES User Group)

Edit specific applications (AES User Limited Group)

I 'will manually configure permissions

Do not give requester permissions

-- None --

1.  Scroll to the top of the page and click Save in the top right.

Sa’



12.  Click on the Catalog Tasks (1) related list.

Details Catalog Tas&l[l]l

Requested Item

13.  Click the SCTASK number to open the Catalog Task.

Number ~ Assignment group Assigned to

SCTA%EOOJ.OOM App Engine Admins (empty)

14.  Click Close Task in the top-right.

[ CIr&FTask ] Save |

15.  Click the @ icon next to the RITM number to go back to the RITM record.



‘ Catalog Task ~

MNumber Approval
SCTASK0010004 Not Yet Requested

Assigned to Priority

| (o} ‘ ‘ 4 - Low v |

Configuration item State

| Q ‘ ‘ Closed Complete v |
Request item

[ Active | RITM0010005 ad]
Requested for
‘ Sydney Carter @ Q |

A CAUTION

If you do not see the Approve button in the next step, you may need to refresh
the page.

16. Click Approve in the top-right of the page.

H (@ Approved The request has been approved b4 l

The Prod instance will configure Sydney's App Engine User access on the Dev
environment.




In the real world, there might be more than one person to do the approval and more
time may be taken to review the answers.

You may also want to require the person to undergo additional training before
approving their access to build applications.

Lessons Learned

During our journey through the 'Intake - Approval process, several insightful
takeaways emerged, all of which can prove helpful for future reference:

Role Clarification

The process shed light on the critical role that Jayne, the App Engine Admin, plays
within the system. Her duties, while not labeled 'Platform Administrator' or assigned
any 'admin’ roles in any environment, are far-reaching. Her approvals initiate a
sequence of automated procedures that are crucial for the smooth functioning of the
system. This serves as a reminder that all roles, regardless of their titles, have
significant responsibilities and impacts.

Approval Process

The impact of the approval process on subsequent actions (like triggering an
automated email to Sydney) was an essential takeaway. This demonstrates the
power of automated workflows in saving time and reducing manual errors.

Segregation of Duties

Successfully completing this process without Jayne needing an ‘admin’ role
showcases the 'Segregation of Duties' principle. It illustrates that high-level access
(like the 'admin' role) isn't always required to complete significant tasks. This reduces
potential security risks and promotes system integrity.



Exercise: Build the app from

template

Estimated Time to Complete: 15 minutes

Overview
In this section, Sydney will build her app using an app template

After Jayne approved her request, she received an email that her app has been
approved.

@ INFO

SUBJECT: Your app has been approved



servicenow

Now you can start working on this app

Hi Sydney Carter,

Your admin has reviewed and approved your request to access Request Time Off in App Engine Studio.

If you need any help while working on this app, try browsing the resources available on App Engine Studio.
You can also reach out to your admin if you have any additional questions.

Go to App Engine Studio

o

/IBa

You have received this email to update you about your recent app creation.
© 2023 ServiceNow | All Rights Reserved

She clicks the button in the email to go to App Engine Studio, but we will simulate this.

Instructions

Qq DANGER

Complete this section in DEV.

1.  Loginto Dev.

2. Inthe top right, click the System Administrator avatar >> Impersonate user.



System Adpllinistra...

System AdminigStitor

¢! Preferences

@ Impersoﬁlate user

1" Elevate role

.= Printer friendly version

[€] Logout

3. Type Sydney Carter and click Sydney Carter in the search results.

Select a user

sydney carter

@ Sydney Carter
sydney.ca rteg;hﬂ]

4. Click Impersonate User.



-ancel Impers&nate user

5.  Click All » type app engine » click App Engine Studio

cdev All  Favorites  Histc
Y app engine G 5%

FAVORITES

Mo Results

ALL RESULTS

N App Engine
App Engineytudio

A CAUTION

This will open AES in a new browser tab.

6. At top of page, click Templates.



My Apps Templates Resources

W

7. Move your mouse over Time Off Template.

Time Off Template

Schedule employee vacations
and time-off

8. Click Use template.



View details

9 Enter the name IT Time Off Request and click Continue

Name } @ H

IT Time Off Request 2 i

i Drag app logo |

i orbrowseto |
upload

Description @
Describe this app

BMP, GIF, ICO, |PEG,
JPG, PNG, SVG

Cancel | Conti&ue I

10. Go take a five minute break while the app builds from the template. This is
good time to stretch your legs, check your email, etc.

3]

Break

5min




CREATE APP

Sit tight while we create this app

This may take a few minutes...

/iR

M. Click Go to app home.

Great! Let's review what's in your app

Next, you'll be able to review and modify everything that came
with the template. Once you're done, you can submit your app to
your administrator for review.

Data Experience Automation Security

. Go to app home I

A CAUTION

In this exercise, we are not exploring App Engine Studio; however, feel free to
take a moment and explore the application that was built if you have time.



Lessons Learned

The template allowed Sydney to quickly build an app. She can now customize it for
her needs before requesting to have it deployed to Production.



Exercise: Collaboration Request

Estimated Time to Complete: 5 minutes

Overview
In this exercise, Sydney needs help building an Integration in her app.

She will submit a Collaboration Request /* for Priya to assist her.

Instructions

A CAUTION

Complete the next exercise as Sydney in the Dev environment.
If you are following the directions from the last exercise, you should still be
impersonating her in Dev and still be in App Engine Studio.

Qq DANGER

Complete this section in DEV.

1.  Loginto Dev.

2.  Click the Manage Collaborators button.


https://docs.servicenow.com/csh?topicname=application-collaboration.html&version=latest

Manage collaborators

3. Type 'Priya’ into the field Invite people by name or group.

4. Click on her name.

Collaborate with others

Invite people by name or group

priya

Priya Bapat
. prlygbapat@example com {@

5. Select Integration Specialist in the dropdown and then click Send.



Select descriptor

Editor v fSem:I N
. N 4

. Editor

Owner

I ntegr&;ﬁian v
Specialist

6. You should see a blue message as below.

Coll {PRPATERATH ATABPE

£ Your invitation was sent. Once approved the user/group will be added.

Invite ey oo -

Editor -

Pending Collaborators

Priya Bapat
PB priya.bapat@example.com

7. Click the X to close the dialog.

Close dialog

Je added.

Er T

" -




Lessons Learned
Simplicity of Collaboration

The process of requesting collaboration within ServiceNow's App Engine Studio is
straightforward and user-friendly, facilitating an efficient collaboration process. The
simplicity of inviting someone by name or group minimizes confusion and accelerates
the collaboration process.

Role Assignment

The ability to assign specific roles, like "Integration Specialist” in this case, during the
invitation process allows for clearer task division and expectations. It reinforces the
need to understand different roles within a team and their specific responsibilities.



Exercise: Collaboration Approval

Estimated Time to Complete: 5 minutes

Overview

Jayne will need to approve Sydney's Collaboration request for Priya to assist her with
the integrations in her app.

Instructions

Qq DANGER

Complete this section in PROD.

A CAUTION

You should still have a browser tab for Prod opened to App Engine
Management Center in which you are impersonating Jayne.
If not, follow these quick instructions to be sure:

1.  Click the avatar in the top-right, then click Impersonate another user.

2.  Type Jayne Nigel and click Jayne Nigel.

3. Click Impersonate user.

4. Click All >> type app engine management >> click App Engine
Management Center.



This will open AEMC in a new browser tab.

1.  Click Overview in App Engine Management Center

“ PRO D" All Favorites

[(but really test)

Dvewie_@[ Requests Pipelines

2. Click the 1 above Collaboration

01 O

Intake  Collaboration  Deployment

3. Click the DEV ticket to open Sydney's Collaboration request.



Intake (1) Collaboration (1) Deployment (1)

Collaboration |2

Last refreshed just mow.

Number » App name

DEMW®O01002 IT Time Off Request

4. Click Approve in the top-right of the page.

H (@ Approved The request has been approved b4 l

5. Click Overview to return to the main AEMC page.

Overview | Requests

After Jayne approved the Collaboration Request, Sydney received an email to inform



her that the request was approved.

@ INFO

SUBJECT: Your collaborator request was approved

servicenow

The team just got bigger!
Hi Sydney Carter,
Good news! Priya Bapat has been added to the app, IT Time Off Request, as INTEGRATION SPECIALIST.

You can now start working with them.
Go to your app

‘
You have received this emall to update you about your recent app creation.
©2023 ServiceNow | All Rights Reserved

Lessons Learned

Great!! Approving the request triggered AEMC to automatically provision Priya's
access to work on the app with Sydney as an Integration Specialist.



Exercise: Configure Integration

Estimated Time to Complete: 15 minutes

@ INFO

THIS SECTION IS OPTIONAL AND CAN SAFELY BE SKIPPED IF YOU ARE BEHIND.
Skipping steps below will have not prevent you from completing the lab.

Overview

In this section, Priya will go to Dev and work on Sydney's app.

Priya Bapat Intgration Specialist

Priya has many years in IT building integrations on
various Platforms. She recently completed some
Integration training on ServiceNow and is ready to assist
Sydney.

After Jayne approved the Collaboration Request, Priya received an email that she is
now a collaborator on the app.

@ INFO

SUBJECT: You are now a collaborator



servicenow
Welcome to the team!

Hi Priya Bapat,
You have been added as a collaborator on the app, IT Time Off Request. You have INTEGRATION

SPECIALIST privileges.
Go to your app

Ap

o £

‘You have received this email to update you about your recent app creation.
© 2023 ServiceNow | All Rights Reserved

When Priya clicks the button in the email she is taken directly to App Engine Studio in
Dev; however, we will simulate this.

Instructions

Qq DANGER

Complete this section in DEV.

1.  Loginto Dev.

2. Inthe top right, click the user avatar icon » Impersonate another user.



@Qa@ﬂ[ﬁ

| g |

R Sydney Carter
*== (Citizen Developer

@ |mpersonating User

& Profile

&t Preferences

¢ End impersonation

@ Impersogate another user

[£] Logout

3. Type Priya and click Priya Bapat in the search results.

Select a user

priya

. Priya Bapat
priya.bapat

4. Click Impersonate User.



-ancel Impers&nate user

5. Click All » type app engine » click App Engine Studio

cdev All  Favorites  Histc

FAVORITES

Mo Results

ALL RESULTS

~ App Engine
App Enginegytudio

A CAUTION

This will open AES in a new browser tab.

6. Click My Apps



My £ts Templates Resources

Click on the IT Time Off Request app

zs My apps

Search all apps

/ EE——

IT Time Off Request

——/

Note some of the differences in Priya's experience versus Sydney's. She does
not have access to the Submit button to request to deploy the app. She also
can not see or modify any of the Experiences in the app.



B IT Time Off Request : ®

All(9) Data(l) Experience  Logicand automation (4)  Security (4) Search all Q

Data ©®Add see all (1)
Store information in your app

E Time Off Request Table Table is away to store your dat...  Last edited 2023-07-11 18:24:23 © PREVIEW

You need access to create or review this. Contact your system admin to add an experience.

& Experience
Create interfaces for users to interact with the app

9 Scroll down and click +Add next to Logic and Automation.

Logic and automatio
Add automated workflows to improve productivity

10. Click Flow

s N
. [ ——
e =
: o
. :
8
-
. e
. ==
L]

Flow R Det
o9\ &

A behind-the-scenes workflow Create det
triggered by an event format to
making




1.  Click Build from scratch

Servicenow App Engine studio

My Apps

ADD AUTOMATION

How do you want to add an automated workflow to your app?

Select and customize one of these templates to automate your workflows. Or, build a new automated workflow from scratch. Learn more about automated
workflows,

When an incident is senda a Post
closed, post a message to workspace aworkspace

e Tuter

Build from scratch

O~ =~ = o Q

Create an approval for a Create a Zoom meeting Create anew rowina Create anewrowina
requested catalog item and notify aworkspace spreadsheet from a spreadsheet from a
when a ServiceNow... record update record
Create anew issue injira Assign Incidents created
m when a SN record s by VIPs to a specific group
created

12.  Enter Send data to Workday inthe Name field and click Continue

ADD AUTOMATION

Sit tight while we create your flow

This may take a few seconds...

dr

13. Click Edit this flow



14.  Click Add a trigger

TRIGGER

o Add a@'gger

15. Click Updated

RECORD

16. Inthe Table field, type time off and click the Time Off Request table.



b Record Updated

Trigger | Updated

% Table | Select a Table

Condition 1 Q_ time off
Run Trigger§ | Time Off Request [l cdltd_it_time_0_reques
‘iﬂ‘_

Ad

17 Click Add filters next to Condition

Trigger [ Updated

* Table | Time Off Request [x_cdltc

Conditio @ﬁﬁf filters

Run Trigger Once

18. Configure a condition of Active changes to false

<

n giiag s must be met
= =

or

| false V‘

19 Click Done



Delete Cancel

20. Click Add an Action, Flow Logic, or Subflow

ACTIONS Select multiple

@ Add a&ﬂctinn, Flow Logic, or Subflow

21.  Click Action >> type log >> click Log

TIONS Select multiple

e - Flow Logic 2 Subflow
(D Most Recent Log

inerror occ ve Popular

INSTALLFN SPOKES N

22. Type something in the Message field and click Done



Action | Log .

Level | Info - 1 ®
Messdge | Pretending to send data o Workday. | [[en][=
Delete Cancel LEL\!L
23. Click Save in the top-right
A
W4 <
Test Activate m o
n‘:lf": Callamen Al ",

O

Saving Send data to workday

24.  Click Activate >> Activate

Test




Are you sure you want to X
activate the flow?

Your flow will start running when the trigger conditions are met.

Don't show me this again

Cancel

25.  Click the App Engine Studio browser tab and return to the Dev platform view.

dev All  Favorites History i Service Operations ... 7r Q. Search

. Hello Priya! '
Overview

Lessons Learned

Priya has built an integration in the app. It is simplistic for the lab, but in a real world
scenario she would build a more complex integration for Sydney.

The app is now ready for Sydney to request it to be deployed.



Exercise: Request Deployment

Estimated Time to Complete: 5 minutes

Overview

Sydney will click the Submit button in AES which will trigger a Deployment request to
get created in AEMC on the Prod instance.

Instructions

Qq DANGER

Complete this section in DEV.

1.  Loginto Dev.

2. Inthe top right, click the user avatar icon » Impersonate another user.



@ @ ® o (]

Priya Bapat
Integration Specialist

# © |mpersonating User
& Profile
i1 Preferences

¢ End impersonation
@ |mpersonaye another user

[¢] Logout

3. Type Sydney Carter and click Sydney Carter in the search results.

Select a user

sydney carter

e Sydney Carter
sydney.ca rteg;hﬂ]

4. Click Impersonate User.



-ancel Impers&nate user

5. Click All » type app engine » click App Engine Studio

cdev All  Favorites  Histc

FAVORITES

Mo Results

ALL RESULTS

~ App Engine
App Enginegytudio

A CAUTION

This will open AES in a new browser tab.

6. Click the IT Time Off Request tile.



7.

My recent apps

IT Time Off Request
Last opened 2023-07-11 21:31:15

A\ CAUTION
If the Submit button is grayed out in the next step, try refreshing the page.

Click Submit.

- {@B]

Search all

j o]

See all (1)



8. Click Submit in the pop-up.

9 Scroll down.

10. Inthe Release notes field type Created from template.

Release notes # (@)

Created from template

1. Click Continue.

SUBMIT APP

Submitting your application

We'll submit your application for review




SUBMIT APP

Submitting your application

We'll submit your application for review

@ Success

This operation succeeded

12.  Click Close in the bottom-right corner.

Close

'4 2 Submitted 'IT Time Off Request' app for review X |
Il IT Time Off Request (&) (o)
All (22) Data (1) More v
& adih

Sydney receives an email letting her know that her Deployment Request was
submitted.

@ INFO

SUBJECT: IT Time Off Request is being reviewed by your admin



servicenow

Your admin is reviewing IT Time Off Request app
Hi Sydney Carter,

Your administrator is currently reviewing and testing your application. Once it's approved, your admin will
publish your app and you will be notified of its approval. You do not need to do anything at this time.

If you have questions on the status of your app, contact your administrator.

You have received this email to update you about your recent app creation
© 2023 ServiceNow | All Rights Reserved

Lessons Learned

Sydney was able to build an app and submit a request to deploy it. She did not need
to learn about Update Sets.

She can continue to edit the app, but she will not be able to submit a new
deployment request until the current one is resolved.



Exercise: Approve and Deploy

Sydney's App

Estimated Time to Complete: 15 minutes

Overview

When Sydney submitted the Deployment Request in App Engine Studio, it triggered
an email to Jayne prompting her to take action.

@ INFO

SUBJECT: Deployment Request DEPO010002 Approval Request

Short Description: Deploy 'IT Time Off Request 1.0.1' to 'Prod’ for Sydney Carter
Priority: 4 - Low
Category:

Comments:

Click here to approve DEPO010002

Click here to reject DEP0010002

Approval Activity:
You are the sole approver.

Click here to view Approval Request: LINK
Click here to view Deployment Requelt: LINK

A CAUTION

You should still have a browser tab for Prod opened to App Engine
Management Center in which you are impersonating Jayne.
If not, follow these quick instructions to be sure:



1. Click the avatar in the top-right, then click Impersonate another user.
2.  Type Jayne Nigel and click Jayne Nigel.
3. Click Impersonate user.

4. Click All >> type app engine management >> click App Engine
Management Center.

This will open AEMC in a new browser tab.

Instructions

(q DANGER

This section is to be completed in your Production instance where AEMC is
running. That is your controller instance.

1.  Click the 1 above Deployment.

O O 1

Intake  Collaboration  Deployment

2. Click the DEP ticket to open Sydney's Deployment Request.



Intake (1) Collaboration (2) Deployment (1)

Deployment |1

Last refreshed 1m ago.

Number & App name

DEP0O010002 IT Time Off Request

~i - a_a

3. Click Approve in the top-right of the page.

H (& Approved The request has been approved b4 l

4. To check the status of the Deployment... Click the related list Deployment
Environment R..

11 1THIHT Wi ncquc:ﬂ. -

State Task type Requestor Email Created
In Review Deployment Requ... sydney.carter@exa

Details Approvers (1) Group approvals (1) I Deployment Er}x}ironment R.. I




5. Occasionally click the Refresh button to check on the progress. Once the app
is deployed to the Prod environment a record will appear here.

1) Deployment Environment R...

lts (O

arity Error type Scan Finding Count Test Failure Count Test Success Count Up

A CAUTION

This is a good point to go take a five minute break or stretch. It can take several
minutes or more for the app to deploy to the next environment.

6. Eventually, you will see a record appear for your deployment.

Deployment Environment Results |1

Last refreshed just now.

Environment Has Error Error severity Error type

Prod false

If Has Error is false, then the app deployed successfully to the next environment.

How can Jayne confirm if the app actually deployed?

A\ CAUTION

As part of the automated setup for your lab instance, Jayne was granted the
role sn_appclient.app_client_company_installer.

This is a base Platform role that has existed for many years that allows a non-
admin user to view apps in My Company Applications.

For more information see



Product Docs: Instance-specific deployment user roles

17.  Click All >> type 'My Company Applications' >> Click My Company
Applications.

" PRO D" All Favorites Hist

[(but really test)

FAVORITES

Mo Results

ALL RESULTS

v System Applications

My Company %’plications

A CAUTION

My Company Applications shows you the applications that have been
published to your company's App Repo as well as what is installed on your
current instance.

For more information see Product docs: ServiceNow application repository

20. Click the Installed tab. If the app does not appear in the list, then give it a few
minutes to refresh. There is an icon in the top-right that will stop spinning
when the page is done loading.


https://docs.servicenow.com/csh?topicname=delegated_deployment_user_roles.html&version=latest
https://docs.servicenow.com/csh?topicname=app-repo.html&version=latest

< | Application Manager / !
AllApps  InDevelopment Notlinstall§d Installed

Installed

| There are no apps in this catesoﬂ I

a o

Al Favorites  History : Applications 7

(but really test)

£  Application Manager C | T Filter by Apps

AllApps  InDevelopment  Notinstalled Installed Find in Store
Installed
IT Time Off Request
« Version 0.1
« Installed on Jul 12,2023 1.0.1 [Installed]

* Uploaded by sve_pipeline via 20230705-uat-gov-tev-001 on Jul 12, 2023

by Cloud Dimensions

Lessons Learned
You have made it!! You deployed an app with the click of a button!

That completes the App Engine Governance Lab!



Lab Complete

Got feedback?

Please consider taking the post-workshop survey, thanks!

Post Lab Survey .

Want to learn more?

Feel free to explore the Additional Content on the side of the page.


https://crewteam.service-now.com/esc?id=workshop_survey&type_id=ff8cc99e877d21106af8ec6e0ebb3546

App Engine Studio vs. ServiceNow

Studio

A CAUTION

This part of the lab is for information purposes only. No activity required.

App Engine Studio is the ideal ServiceNow development environment for no-code

and low-code application development for developers of all skill levels.

Pro-code developers can use App Engine Studio as a starting point for application
development and easily transfer their applications to ServiceNow Studio when

advanced configurations are necessary.

App Engine Studio vs. ServiceNow Studio

* Low-code development * Create and edit + Integrated
environment application fles development
environment

+ Configure table
* Drag-and-drop and form layout
interface + Advanced

= Fow Designer, Catalog scripting and
. leverage Builder, Ul Builder, complex

Moblle App Creator

pre-configured (s

application

templates * Develop in private + Create and edit
application scope business rules,

« Automated client scripts

deployment timelines = ﬁh:;::':z:f,'”’“d

to promote + Accessfo all

applications « Integrate with artifacts in
third-party systems application

* Enhanced time-to-value o [ scope

repository

Iintegrations

Since development is supported between the two developer environments, low-code
and pro-code developers can easily collaborate to deliver custom applications.


https://docs.servicenow.com/csh?topicname=aes-overview.html&version=latest
https://docs.servicenow.com/csh?topicname=c_ServiceNowStudio.html&version=latest

All configurations to an application, whether performed in App Engine Studio or
ServiceNow Studio, can be captured in the same private application scope.

Application artifacts configured in App Engine Studio can also be managed in
ServiceNow Studio.



Cloning Tips

How to Preserve Development Data During System Clone
NowCreate: App Engine - Data Preservation During System Clone ./
An informational, authoritative white paper on different scenarios to consider when

cloning Production to Subproduction environments in regards to preserving
application development data.


https://nowlearning.servicenow.com/nowcreate?id=nc_asset&asset_id=a796de008757d150d3be437e0ebb35fb

FAQs

Are App Engine Studio applications built in a private
application scope?

Yes, each application is developed in its own scope.

Can applications be accessed from App Engine Studio to
ServiceNow Studio, and vice-versa?

Yes. Applications built in App Engine Studio are accessible from ServiceNow Studio.

All application configurations are captured in the application scope, regardless of the
development studio the configurations are performed in.

There are several capabilities available in ServiceNow Studio that are not accessible
from App Engine Studio, including business rules, client scripts, and notifications.

Can App Engine Studio applications be integrated with other
applications outside of ServiceNow?

Yes, App Engine Studios can interact with third-party systems by leveraging
IntegrationHub spokes / actions exposed through Flow Designer.

Can | integrate App Engine Studio with Source Control?
Yes, application developers can integrate with a Git Source Control repository to

save and manage multiple versions of an application from a sub-production
instance.

@ NOTE



For more information see

Product Documentation:Source control operations in App Engine Studio

Can | turn off the automatic execution of ATF tests and
Instance Scan definitions?

If the ATF system properties are not enabled in the testing instance as part of the
guided setup, you will receive a warning during deployment, however the flow will
continue.

Can | change the instance where ATF tests and Instance Scan
definitions are executed?

Yes, this can be accomplished by updating the ‘Instance Type' value for an
Environment record to ‘Testing'. Alternatively, the decision table can be modified to
make the decision for ‘Instance Type = Staging’ (for example) point to the Testing
sub-flow.

Does App Engine Studio support domain separation?

Domain separation is not supported for App Engine Studio. The domain field may
exist on data tables, but there is no business logic to manage the data.

How can | safely expose third-party integrations in App Engine
Studio?

Consider pre-configuring authorized sub-flows for application developers to use
when sharing data with third-party systems instead of allowing App Engine Studio
developers to access IntegrationHub actions via Flow Designer.

This way, developers are not directly accessing any third-party systems, and data is
shared and presented in a consistent manner across all applications built in App
Engine Studio.


https://docs.servicenow.com/csh?topicname=source-control-operations.html&version=latest

What credential types does App Engine Studio support?
For Utah and previous versions, only Basic Auth is supported.
In Vancouver, OAuth credential support was added for Pipelines and Deployments.

For more information, please visit

Product Docs: Configure OAuth credentials for use in Pipelines and Deployments .


https://docs.servicenow.com/csh?topicname=configure-oauth-credentials-pipelines-deployments.html&version=latest

Install Requirements

How do | install App Engine Studio?

App Engine Management Center is only available on ServiceNow instances that have
purchased stand-alone App Engine licensing.

This includes both Production and Subproduction instances, but does not extend to
Personal Developer Instances (PDls).

Thus, this Lab is ideally suited for exploratory training and learning purposes.

Opt-in and manage entitlements

Before installing the application from the ServiceNow Store, verify the instance has
valid ServiceNow entitlements.

In the ServiceNow Store, use the search criteria to find App Engine Studio.

servicenow | Store Q o =
SarviceNow Products
: e
ServiceNow Products p }
Discover and access new and updated features from ServiceNow ©
A
App Engine I
Aco Erore +
Now Platfor m

Click Opt-in and agree to the ServiceNow terms and conditions to verify
entitlements.

Click Manage Entitlements and set the ‘Entitlement Type' value to Entitle all Instances
(if you prefer to manually select which instances which will be affected, select Entitle



Selected Instances).

Install the App Engine Studio application

To install the App Engine Studio application (com.snc.app-engine-studio), login to
your development instance and navigate to System Applications >> All Available
Applications >> All.

Use the search criteria to find the App Engine Studio application. Click Install /
Update All.

‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘

37 results for "app engine studio"

App Engine Studio
36licensed 0 not lcensed
Q Matching Apps (36) AES Notfcation Builder Component, Templat ® nstal/Update All (33)

The App Engine Studio bundle will be installed in the development instance -
including the App Engine Studio application and all dependent applications.

Repeat this process on all instances for cloning purposes.

@ NOTE

For more information see

Product Documentation: Install App Engine Studio

ServiceNow Store: Install a ServiceNow Product


https://docs.servicenow.com/csh?topicname=install-aes.html
https://store.servicenow.com/%24appstore.do%23!/store/help?article=KB0030186

App Engine Studio Optional Setup

Tasks to Consider

A CAUTION

This part of the lab is for information purposes only. No activity required.

As part of your App Engine Studio setup, you will want to potentially explore and
configure the following:

Connect spokes in Dev Environment

A CAUTION

This step is not required as part of the initial App Engine Studio setup.

A spoke is a scoped application that contains Flow Designer or Integration Hub
actions or Subflows.

System Administrators can connect IntegrationHub spokes to App Engine Studio,
allowing developers to integrate custom applications with third-party systems. For
example — connecting the Slack spoke allows developers to post a message
containing Incident details to a specific Slack channel each time a high-priority
Incident is created.

Many Integration Hub spokes are available, but not all need to be connected to App
Engine Studio. Review some of the common spokes below and install them based on
organizational needs.



Integration

Installing this spoke provides developers

Hub Spoke
Microsoft Actions to support cross-functional communications and
Teams collaborations in Microsoft Teams.

Actions to automate the management of Slack channels, users,

Slack .
and software subscriptions.
Actions to automate tasks in Jira for managing users, issues,

Jirg projects, and software development lifecycle.
Synchronize data in ServiceNow with Jira to increase collaboration
between ServiceNow users and DevOps teams.

Smail Actions to automate email and label management in Google

|

Gmail.

Azure AD Actions to automate Microsoft Azure Active Directory tasks for user

zu L :

management, authentication, and group membership.

Twitter Actions to automate posting messages and media content to a
corporate Twitter news feed.

MS 365 Actions to automate worksheet, table, and cell management in

Excel Microsoft Excel.

As your organization'’s citizen development program matures and scales, additional
spokes can be installed and connected based on application demand and use
cases.

@ NOTE

For more information on integrations with third-party systems, see

Product Documentation: Integration Hub


https://docs.servicenow.com/csh?topicname=integrationhub.html&version=latest

Review Flow Designer access settings

A CAUTION

This step is not required as part of the initial App Engine Studio setup.

Review and update App Engine Studio developer access settings in the development
environment to Flow Designer Resources and update as necessary.

Developers can leverage Flow Designer capabilities while creating logic and
automation for custom applications.

Consider restricting developer access to Flow Designer Resources using content
filtering for Flow Designer. This allows administrators to manage access to Flow
Designer resources and specify which features App Engine Studio users can leverage
while building applications.

Review Flow Designer access settings X
= ¥ © FlowDesignerResources Name - Search @ | Actionsonselectedrows.. v u

Name - Table Conditions Resource Tags Application

ActionType .
category=ee4ddd62b730101083506¢54ce 11290,
[svs._hub_action_type_definition] 2ot

Action Type
[sys_hub_action_type_definition]

Action Step Definition
[sys_flow_step_definition]

Action Type

ion template= Astate. Slobal
{5y b, action.type. defnition]  1ontemplate-DATASOURCE REQUESTstats Glob:

Logic Definition
[sy3_hub_flow_logic_definition]

Logic Definition

1=TRY type!= J lobal
{ove b flow togic_defnition]  YPE!=TRYtype!=CATCH*EQ Glob:

Flow Designer access from App Engine Studio can be updated later to provide
developers with the editing capabilities that best suit their experience and needs.

@ NOTE

For more information on Flow Designer resources, see

Product Documentation: Content Filtering for Flow Designer


https://docs.servicenow.com/csh?topicname=content-filtering-flow-designer.html&version=latest

Review Service Catalog access settings

A\ CAUTION
This step is not required as part of the initial App Engine Studio setup.

Review App Engine Studio developer access in the development environment to the
Catalog Builder tool's catalog item templates and catalogs/categories and update
access as necessary.

By default, App Engine Studio developers can leverage catalog templates to quickly
create record producers or catalog items. Developers can also publish catalog items
to any catalog. If you wish to limit access to templates or restrict publishing access to
catalogs or categories, update the access accordingly in Catalog Builder.

ashboard  Catalogitems  Catalog item templates

Recently updated items

Hi System,

Welcome to Catalog Builder! Name State

T Start creating your new template

i
R R RN R R R RRNRRC

Catalog access from App Engine Studio can be updated at a later point to modify
developer access to App Engine Studio catalogs, categories, and catalog templates.

For more information on creating or editing catalog items, see

Product Documentation: Catalog Builder
Configure Instance Scan

A\ CAUTION
This step is not required as part of the initial App Engine Studio setup.


https://docs.servicenow.com/csh?topicname=catalog-builder.html&version=latest

Deploy custom applications with confidence by setting up Instance Scan definitions
to monitor instance health throughout the deployment process. Instance scans
interrogate your instance for configurations and health issues, allowing administrators
an opportunity to address best practices and avoid similar configuration issues in the
future.

Instance Scan definitions are executed automatically when App Engine Studio
applications are promoted to the Testing instance. Instance Scan results will be
logged in the Notes section of the Deployment Request record.

The App Engine Studio application does not ship with any out-of-box Instance Scan
definitions (however, a few Instance Scan definitions are installed with the
Deployment Pipeline plugin to run basic performance checks).

Work with professional ServiceNow developers to configure Instance Scan definitions
and enforce best practices in your environments.

Set up an instance scan cadence in Health Center X

e PR LSNPS .. | v i scon | st o |

Category Priority Short Description Active Class
Security 2-High Access Controls on Client callable Scrip. true Table Check
Security 2-High Access controls on Tables true Table Check

Security 2-High Access controls on Ul Pages true Table Check

3 hing Ac Right
Security 2-High 2:;:::‘ s e true Table Check

All Portal pages with Public Access urity 4-Low Al Portal pages with Public Access true Table Check

Al Processors of type - SCRIPT must be urity 2-High All Processors of type - SCRIPT mustbe .. true Table Check

urity 4-Low AllUI Pages with Public Access true Table Check

ssignable By" for HR Scop.

Sea
Sec
Sec

he "Assignable By” for HR Life. Security 3-Moderate Altering the "Assignable By" for HR Life. true Table Check
Security 3-Moderate Altering the "Assignable By" for HR Scop. true Table Check
Sea

Script Only

API calls to Security Incident Response
o Security Incident Response Check

urity 3-Moderate  API calls to Security Incident Response .. true

Enable and configure Instance Scan properties in your production instance if you plan
to clone!

@ NOTE

For more information on managing instance health scans, see

Product Documentation: Instance Scan


https://docs.servicenow.com/csh?topicname=hs-landing-page.html&version=latest

Personas and Roles

A CAUTION

This part of the lab is for information purposes only. No activity required.

System Administrator

Responsibilities

+ Install and configure App Engine Studio and dependencies

+ Define environments and configure pipelines

+ Provision App Engine Studio administrator group access

+ Upgrade the App Engine Studio application, when applicable

+ Define guardrails for which App Engine Studio Administrators can approve or
reject application intake requests

+ Collaborate with professional ServiceNow developers to create Instance Scan
definitions for the platform

+ Collaborate with App Engine Studio Administrator(s) to resolve application
conflicts that arise on the platform

Role required:

* admin



App Engine Studio Administrator

Responsibilities

+ Manage App Engine Studio processes and properties

+ Review and approve / reject submitted application requests, based on intake
guardrails defined by system administrator

+ Provision App Engine Studio user access

+ Review submitted App Engine Studio applications

+ Manage deployment requests

+ Manage promotion of App Engine Studio applications across instances
+ Execute ATF tests / suites in testing instance

+ Ensure Instance Scan is run with proper definitions

+ Collaborate with system administrator to resolve application conflicts that arise
on the platform

Role(s) required:

+ sn_app_eng_studio.admin
+ atf_test_designer

« scan_admin

Professional ServiceNow Developer

Responsibilities

+ Build and test applications in ServiceNow Studio and App Engine Studio

+ Collaborate with citizen developers, on an as-needed basis, to deliver
applications in App Engine Studio, including:



+ Ensure application development and organizational best practices are
followed by citizen developers

+ Assist in review and testing of submitted App Engine Studio applications

+ Build complex configurations involving Ul Builder, Mobile App Builder, Flow
Designer, or other builder tools

« Create ATF tests / suites for applications

+ Collaborate with system administrator to create Instance Scan definitions for the
platform

Role(s) required:

+ delegated_developer
+ sn_app_eng_studio.user
« atf_test_admin

« scan_admin

Low-Code / Citizen Developer

Responsibilities

+ Submit requests for new custom applications to build in App Engine Studio
+ Understand ServiceNow and application development best practices

+ Build and test applications in App Engine Studio

+ Submit developed App Engine Studio applications for IT review

+ Maintain and modify the application during its lifecycle if determined during the
intake process

Role required:

* sn_app_eng_studio.user

l @ INFO



In the Utah release, the 'App Engine Studio Users Limited’ group was added to
allow AES administrators to give developers assigned to the group the ability to
collaborate on existing applications without being able to create new
applications or access templates.



Prepare Environments

Before installing App Engine Studio, review all platform requirements and define an
organizational instance strategy to prepare for successful installation and
configuration.

Review platform requirements

+ App Engine license required
+ Contact your ServiceNow Account Manager for additional information on

App Engine, or see ServiceNow App Engine

+ Instances must be on the same release (Ex. Utah)

+ The admin role is required in all instances to install App Engine Studio and
dependent applications from the ServiceNow Store

Define instance strategy

When defining the instance strategy for App Engine Studio, it is recommended to
leverage one production instance and at least two sub-production instances —
however, App Engine Studio can support any number of sub-production instances as
part of an instance strategy.

Applications are deployed to the production instance once developed and
successfully tested in sub-production instances. One sub-production instance will
serve as the development environment and the other as the test environment.

If your organization uses sandbox or staging environments in addition to test and
development, they can be incorporated into the instance strategy accordingly based
on organizational needs.


https://www.servicenow.com/products/now-platform-app-engine.html

Deployment Pipeline

Development __ —'m — Production

Example instance strategy with one production instance and three sub-production
instances

Sub-production instances that are most similarly configured to your production
instance are the best candidates for test and stage environments. This way,
administrators can more accurately find issues that may arise if the application is
deployed to production.

@ NOTE

For more information see

Product Docs: Instance Strategy for App Engine Studio


https://docs.servicenow.com/csh?topicname=aes-instance-strategy.html&version=latest

Product Documentation

Docs: Building applications

Learn how to become an application developer using Now Platform low-code tools.
Start with what you know and use a library of reusable components and published
applications to modernize your legacy processes.

Learning about developing on the ServiceNow Now Platform ./
Planning your application ./
Developing your application./
Testing and debugging applications ./
Deploying applications ./

+ Maintaining your application /

Docs: Application Repository

After you develop and test a custom application, you can make the application

available to company instances by publishing it to the ServiceNow application
repository...


https://docs.servicenow.com/csh?topicname=build-applications.html&version=latest
https://docs.servicenow.com/bundle/vancouver-application-development/page/build/custom-application/concept/getting-started-with-building-applications.html
https://docs.servicenow.com/bundle/vancouver-application-development/page/build/custom-application/concept/planning-applications.html
https://docs.servicenow.com/bundle/vancouver-application-development/page/build/custom-application/concept/developing-applications.html
https://docs.servicenow.com/bundle/vancouver-application-development/page/build/custom-application/concept/testing-and-debugging-applications.html
https://docs.servicenow.com/bundle/vancouver-application-development/page/build/custom-application/concept/deploying-applications.html
https://docs.servicenow.com/bundle/vancouver-application-development/page/build/custom-application/concept/maintaining-applications.html
https://docs.servicenow.com/csh?topicname=app-repo.html&version=latest

App Engine System Administrator

Guide

NowCreate: App Engine Studio - System Administrator Guide on ./

41-page guide that provides system administrators guidance and insights in the
installation, configuration, and management of the App Engine Studio (AES)
application and processes.

It also contains information about cloning configurations and considerations for App
Engine.

Please consider taking the post-workshop survey, thanks!

Post Lab Survey .


https://nowlearning.servicenow.com/nowcreate?id=nc_asset&asset_id=c9cf6e2b970e69d45b0b7ec11153af82
https://crewteam.service-now.com/esc?id=workshop_survey&type_id=ff8cc99e877d21106af8ec6e0ebb3546

Download Lab Guide PDF

Click here to download Lab Guide PDF


https://creatorworkflowsnow.github.io/assets/files/lab-guide-41a12e9f32692f4aadb0bda9c5b4ae50.pdf
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